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The Company ¢

ThinkCyber is an Israeli company focused exclusively on cybersecurity training.
ThinkCyber has developed a unique and powerful tool, the CYBERIUM ARENA, to
evaluate and train professionals dealing with cybersecurity and cyberterrorism.
The company trains army, police, government and corporate cyber units in Israel
and around the world, including the IDF’s famed 8200 unit.

The ThinkCyber team constantly upgrades and updates its investigation
methodologies, conducting digital investigations on a daily basis.
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- How many attacks accrue a day?
- Are small businesses under threat as well as the big players?

- What industry is most vulnerable and why?
~= What country is most likely to be under attack?

Under attack




Live Cyber-Map

LIVE CYBER THREAT MAP



https://threatmap.checkpoint.com/

What happens (in Cyber) every day

= There is a hacker attack every 39 seconds

Every 34 seconds a malicious software/malware
is being downloaded

43% of cyber attacks target small business

Every 36 minutes sensitive information is belng
leaked out of an organization

95% of cybersecurity breaches are
due to human error
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Scary facts..
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Microsoft Responds To Windows 10 Spying Concerns, But It

will Still Collect Your Data

Microsoft responds to:

Windows 10 Spying Concerns

...But It will Still Collect Your Data

Change privacy options

Let apps use my advertising ID for experiences across
apps (turning this off will reset your ID)
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Turn on SmartScreen Filter to check web content (URLs)
that Windows Store apps use
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Send Microsoft info about how | write to help us
improve typing and writing in the future
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Getting to know you

Windows and Cortana can get 10 know your voice and
writing to make better suggestions for you. We'll collect
info like contacts, recent calendar events, speech and
handwriting patterns, and typing history.

Turning this off also turns off dictation and Cortana and
clears what this device knows about you.

Sto ge to know me
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ave you been HACKED?!

';--have i been pwned?]

Check if you have an account that has been compromised in a data breach

@ Generate secure, unique passwords for every account  Leam more at 1Password.com



https://haveibeenpwned.com/

How easy is it really..



https://github.com/ytisf/theZoo/tree/master/malwares/Source/Original

Virus Check
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https://www.virustotal.com/

Sensitive data around the internet
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Kruptos 2 File Encryption Professional
Prying Yo e iles with Ultra-Tough 256-Bit Encryption

Relevance
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i Can't Explain On Altenen fake site but here we

6 Apr 2015 ... Fresh Credit Cards israhell: .. Name on Card : smadar haver confino. Card Number : 4580210100962096. Expiration Date :

Virtual credit cards How to create an unlimited amount of virtual .
wngXM

.. If for some reason you don't know about irtual credit cards) let me giv a quick description. A VCC is a credit card that works the ..

cc - Pastebin.com

Villiam Landers. Card Visa. Card Number:45 68 | ‘ &



https://pastebin.com/

How do hackers find us?!

'. SHODAN Explore Downloads Reports Pricing Enterprise Access

*% Exploits % Maps % Images W Share Search & Download Results | |l Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
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https://www.shodan.io/

Wi-Fi1 attacks

The UAV - XBee focus

GPS Receiver

802.11 WiFi link (WEP)
—

Flight
planning
software
2.4Ghz
Remote Control
link




Cyber-Attack Tools



https://shop.hak5.org/

Present & Future
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syl DABY MONITORS "HACKED': PARENTS WARNED T0 BE

Afraid of the Dark? Too MR VIGILANT AFTER VOICES HEARD COMING FROM

Bad, Your Smart Bulbs
Can Be Hacked
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Some parents reported how they had walked into their child’s room in the middle of the
night only to hear men speaking down the monitors at their children
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What can be done?
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CYBERIUM
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CYBERIUM CLIENT T1(OPERATOR) screen T2 (LEADERBOARD) screen
Features a slick Ul with a mission Shows the progress of the Calculates all the previous s€ores in real.
screen and helpful tools for solving the class in real time. & time.
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Training Programs

The CYBERIUM ARENA is built to support any kind \. ; o
of cyber training.

As part of the support given with the system, the C Y B E R I U M A R E N A

customer can also purchase study materials and
arrange trainer-to-trainer programs on-site or at

ThinkCyber training rooms in Israel. S | M U LUANESR
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ThinkCyber has created over 40 training programs, s | | @ |
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ThinkCyber's biggest advantage is the ability to \ (‘\—————-——— . . \

provide the FULL PACKAGE in the cyber-security 3y - l , Z
world: training, training materials and simulator. — @} ,'? — L
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Questions?

More information can be found on ourfwebsite
ThinkCyber.co.il

This presentation can be downloaded at:

https://thinkcyber.co.il/ghana



